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YTBEPXJIEHO
[Tpukazom Ne20 ot
01.09.2022

MHOJIO)KEHHUE

0 3alIUMTC NCPCOHAIBHBIX JaHHBIX
COTPYAHHUKOB 1 MAITUCHTOB

1. O0ue moJI0KeHu s

1.1. TTonoxenue o 3ammTe NMEPCOHATBHBIX AaHHBIX OO0 «OHKOJIOTUYECKUMN IIEHTP
JEBUTA» (nanee — Oneparop I[1/1) pazpaborano B coorBeTcTBUH ¢ DeepaibHbIM 3aKOHOM
ot 27.07.2006 Ne 152-®3 1 MHBIMM HOPMATHBHO-NIPABOBBIMH aKTaMU B OOJACTH 3allUTHI
MIEPCOHATBHBIX JAHHBIX, IEHCTBYIOMIMMHU Ha TeppUTOprn Poccu..

1.2. llens Hacrosimero IloyoskeHWsT — 3amuUTa TEPCOHAIBHBIX JTAHHBIX PAOOTHHKOB M
narmentos 000« OHKOJIOTUYECKUN HEHTP JEBUTA» 0T HECAaHKIIMOHUPOBAHHOTO
JOCTyIa pas3rialleHus1, IpeI0TBpallleHUE  BBIABJICHHE HAPYIICHUI 3aKOHOAaTeNbCTBA PO,
YCTpaHEHHUE MOCIEACTBUM TaKUX HAPYIICHUM.

1.3. B nenax gacrosiuero [omoxenus:

e O] MepcoHaNbHbIMU nMaHHbIMH (manee — I1]]) monumaetcs mrobast nHbOpMAIHs,
MPSIMO UJTM KOCBEHHO OTHOCSINASACA K CYOBEKTY MePCOHANBHBIX JaHHBIX;

e 10J yrpo3amu 6e3onacHocty [1J] moHMMaeTcs COBOKYIMHOCTh yCIOBH U (haKTOPOB,
CO3/A0IIHX OIMIACHOCTh HECAHKIIMOHUPOBAHHOT'O, B TOM YHUCJIE CYyYaifHOTO, IOCTYyIa
K TEpPCOHAJbHBIM JaHHBIM, PE3YJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTO>KEHUE,
U3MeHeHue, OJOKHpOBaHUE, KOMUPOBAaHUE, IPENOCTABICHUE, PACHpPOCTPaHEHUE
MEePCOHANBHBIX JIAaHHBIX, @ TaK)Ke€ HWHbIE HEMpaBOMEpPHbIC ACUCTBUS MpPU HUX
00paboTke B MHGOPMAITMOHHON CUCTEME MEePCOHATbHBIX JIAHHBIX;

e monx ypoBHeMm 3ammieHHocTd [IJ] moHMMaeTcss KOMIUIEKCHBIN MOKa3aTelb,
XapaKkTepU3yoIIuii  TpeOOBaHUSA,  HUCHOJHEHHE  KOTOPhIX  OOecreyrBacT
HEUTpamu3aluio OMpeleleHHbIX yrpo3 Oe3zomacHoctu [/l mpum mx o6paboTke B
MH(OPMALIMOHHON CHUCTEME.

1.4. Hacrosimee IlonokeHne W W3MEHEHHS K HeEMy yTBepKAaroTcs aupekropom OO0
«OHKOJIOTUYECKNN LEHTP JAEBUTA» u BBousATcs mnpukazoMm. Bce paboTHHMKH
JIOJKHBI OBITH 03HAKOMJICHBI C JaHHBIM [los10’keHreM U U3MEHEHUSIMU K HEMY.

1.5. Hacrosmee Ilonoxxenue Berynaet B cuiy ¢ 01.09.2022.

2. 3ammTa NepcoHAIbHBIX JAHHBIX

2.1. Onepatop I1/] npuauMaet cienyromire Mepsl 1o 3amute 11
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2.1.1. Ha3naueHue JMIla, OTBETCTBEHHOro 3a o0paboTky IIJ[, kKOoTOpoe ocCyIecTBIseT
opranuzamuio o0padotku I[IJI, oOyueHMe © HWHCTPYKTaX, BHYTPEHHHUM KOHTPOJb 3a
coOnroeHreM paboTHHKaMU TpeOoBaHmii K 3amute 1.

2.1.2. Pa3paboTKa MOJUTHKHU B OTHOIIEHUH 00padoTku I1/1.

2.1.3. YcranoBnenue mpaBwin goctyna kK I1J, obOecmiedueHue perucrpamud M ydera BCex
nenucTBri, coepiaemsix ¢ I1/1.

2.1.4. YcraHOBICHHE WHIUBUAYAIBHBIX MTAPOJICH TOCTYIa COTPYIHUKOB B MH(POPMAITUOHHYIO
CHUCTEMY B COOTBETCTBHUU C UX MPOU3BOJICTBEHHBIMU 00SI3aHHOCTSIMHU.

2.1.5. TlpumeHeHWEe TPOUICTIIMNX B YCTAHOBICHHOM TMOPSAJIKE NPOIEAYPY OICHKH
COOTBETCTBUS CPEJICTB 3AIIUTH HHPOPMAIUH.

2.1.6. CepTtudunupoBaHHOE aHTHBHPYCHOE IMPOTPAaMMHOE OOECIeYeHHEe C PEryIspHO
O0OHOBJIsIEMBIMU Oa3aMH.

2.1.7. CoOmroneHne yCiIOBHH, O00ECIEUMBAIONIMX COXpaHHOCTh [IJ[ W HCKITIOYarommx
HECaHKIMOHUPOBAHHBIA K HUM JOCTYII.

2.1.8. O6HapyxeHue pakToB HECAHKITMOHUPOBAHHOTO nocTyma K [1/].

2.1.9. Boccranosnenue IIJI, MoaupuUIIMPOBAaHHBIX WM YHUUYTOXKEHHBIX BCJICIACTBUE
HECaHKIMOHUPOBAHHOTO JIOCTYIIA K HAM.

2.1.10. OOGyuyenue pabOTHUKOB, HEMOCPEJACTBEHHO OCYIIECTBIsIIONUX o0padotky IIJ1,
MOJIOKEHHSIM 3aKOHOAaTeNIbcTBA PD 0 mepcoHa bHBIX TaHHBIX, B TOM YHUCIIE TPEOOBAHUSIM K
3alIUTe TIEPCOHANBHBIX TAHHBIX, TOKYMEHTaM, ONpPEICISIONIMM NOJUTUKY Paboromartens B
oTHomeHnH 00paboTku [1J], JOKadbHBIM akTam IO BOMpOcaM OOpabOTKH IMEPCOHATBHBIX
JTAHHBIX.

2.1.11. OcyuiecTBiieHHEe BHYTPEHHETO KOHTPOJIS U ayIUTA.

2.1.12. Omnpenenenne Tumna yrpo3 0e3omacHocTd W ypoBHe# 3ammiieHHocty [1J[, koTopbie
XpaHATCS B HHQOPMALMOHHBIX CHCTEMAaX.

2.2. ero3LI 3aIMUIICHHOCTH ICPCOHAIIBHBIX JAHHBIX.

2.2.1. Yrpo3sl nepsoro tuna. B cucteMHOM nporpaMMHOM oOecriedeHuu MH()OPMaIMOHHON
CHCTEeMBl €CTh (DYHKIIMOHAJIbHBIE BO3MOXKHOCTH IPOIPAaMMHOI0O oOOecreueHus, KOTOpbIe
HE yKa3aHbl B ONMCAaHUM K HEMY JIMOO HE OTBEYAIOT XapaKTepUCTHKaM, KOTOpPbIE 3asBUI
pOU3BOANTENb. M 3TO MOTEHIIMAILHO MOKET MPUBECTH K HEMTPABOMEPHOMY HUCIIOJIb30BAHHIO
MEPCOHATBHBIX JAHHBIX.
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2.2.2. Yrpo3sl Broporo tuna. IloTeHumanbpHbie TPOOIEMBI C IPUKIAIHBIM HPOTPAMMHBIM
O6GCHG‘-IGHI/ICM— BHCIIHMMHA IIpOorpaMMaMM, KOTOPLIC YCTAHOBJICHBI Ha KOMIIBIOTCpax
pabOTHUKOB.

2.2.3. VYrpo3bl Tperbero tuna. lloTeHIMAIbHOW OMACHOCTH HU OT CHUCTEMHOTO, HH OT
MIPOTPAMMHOTO 00€CTICUCHHUS HET.

2.3. YpOBHHM 3alUIIEHHOCTH MTEPCOHATBHBIX JAHHBIX.

2.3.1. Tlepseiii ypoBeHb 3ammiieHHOCTH. Ecim Omeparop I/l oTHec WHGpOPMAIMOHHYIO
CUCTEMY K II€pBOMY THUIly YIpO3bl WM €CIM THUIl yrpo3sl BTOpoil, Ho Omepatop IIJ]
oOpabatbiBaer crienuanbHbie kateropuu I1J] 6onee 100 thic. usmueckux mmi 6e3 ydera
PabOTHUKOB.

2.3.2. Bropoii ypoBeHb 3amumeHHOCTH. Eciam Tum yrpossr BTOpoi#t m Omepatop [1]1
oOpabatbiBaer crieruanbHble Kareropun [1/] paOOTHHMKOB M TAIMEHTOB BHE 3aBUCHMOCTHU
OT UX KOJIMYECTBA WM crienanbHble kateropun 1] menee wem 100 Thic. pu3myeckux yuil,
wi ro0bie aApyrue kareropuu I1]] Gonee wem 100 ThIC. GU3HYECKUX JIMI, WM TIPH
TpeTbeM Turie yrpo3sl Oneparop I1J] oOpabaTbiBaeT cnenuaibHble KaTETOPUH JaHHBIX Ooee
yem 100 ThIC. prBmYecKUx JnIl.

2.3.3. Tpetwuii ypoBeHb 3antuiiieHHocTH. Eciam mpu BTOopoM Ture yrpos3sl Omepartop I1/]
obpabatsiBaeT obmue I1]] pabotHrukos miu menee yem 100 Thic. GU3MUECKUX JUII, WA TIPU
TpeTheM Tune yrpo3bl Oneparop I1/] o6pabaTsiBaeT criennanbhbie kKaTeropuu [1J] paboTHIKOB
nnu medee 4em 100 Teic. Gu3MYEcKUX JHI, WK TIPU TpeTheM Ture yrpossl Oneparop 1]
oOpabateiBaeT Omomerpuueckue IIJ[, mmm npu TpetbeM Ture yrpossl Omnepatop [1/]
obOpabatsiBaeT obmue 11 6onee uem 100 ThiC. Ppu3MUECKUX JIHII.

2.3.4. YeTBepThlid ypoBEeHBb 3antuiiieHHoCTH. Eciu ipu TpetbeM ture yrpossl Onepatop 1]
oOpabatsiBaeT ToJbKO oOmue [1J] paboTHrukoB wim Mmeree yeM 100 Toic. pu3nyeckux i,

2.4. TIpu yeTBepTOM YpOBHE 3aIIMIIEHHOCTH NEPCOHANBHBIX JaHHbIX Onepatop [1/1:

e o0ecrieunBaeT pEXUM 0€30IaCHOCTH TOMEIICHHH, B KOTOPBIX pa3MeliacTe
WH(POPMAIIMOHHYIO CUCTEMY;,

e o0ecrieurnBaeT COXPAaHHOCTh HOCUTENICH HH(OPMALIUH;

e YTBEpXKJACT NEPEeYeHb PAOOTHUKOB, NOMYIICHHBIX 10 [1/];

e HCMONB3YyeT CpPEACTBA 3allUThl HMHQPOPMAIUHM, KOTOpbIE TMPOLUIH  OLEHKY
COOTBETCTBUSI TpeOOBaHUSAM 3aKOHA B oOMacTH obOecreyeHus Oe30MaCHOCTH
uHpOpMalUH.

2.5. Tlpu tpersem ypoBHe 3amuiieHHOCTH [1J] OTONHHUTENBHO K MepaM, NepedrCICHHBIM
B nyHKTe 2.4 Hactosmiero  [lomokenns, Omneparop IIJI Ha3HayaeT OTBETCTBEHHOTO
3a oOecnieuenue 6e3onacHocTu [1/1 B nHpOpMaIMOHHOM cucTeMe.

2.6. Ilpu BTOpOM ypoBHe 3ammuiieHHocTH [1/] HOmOTHUTENEHO K MepaM, IMepeurCICHHBIM
B myHkTax 2.4, 2.5 Hacrosimero [lomoxxenus, OIIEPATOP orpanuuuBaeTr A0CTyn
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K 2JIEKTPOHHOMY JKypHally COOOILEHUM, 3a UCKIIOYEHHUEM pabOTHUKOB, KOTOPHIM TaKHE
CBE/ICHUS] HEOOXO MBI JIJIsl paOOTEHI.

2.7. Tlpu mepBoM ypoBHe 3amuiieHHocTH [1J] JOmOJHHUTENBHO K MepaM, NepedrCICHHBIM
B ImyHKTax 2.4—2.6 Hactosero Ionoxenusi, OITIEPATOP:

e o0ecrieuMBaeT  aBTOMATHYECKYI)  PETHCTPAIMIO B DJIGKTPOHHOM  KypHAJe
0€30MacHOCTH U3MEHEHHUSI IOJTHOMOUYNN pabOTHUKOB 10 onycky K I1/[ B cucreme;

e CO37acT OTJIEN, OTBETCTBEHHBIN 3a Oe3zomacHoCcTh I[1J] B cucreme, mmbo Bo3maraer
TaKyl0 00s3aHHOCTh Ha OJIMH U3 CYIIECTBYIOIINX OTACIIOB pabOTOaTENS.

2.8. B nemsx 3amuTe! [1]] Ha Oymakabeix HOcuTensix Omeparop [T1:

e TIPUKA30M Ha3HA4YaeT OTBETCTBEHHOTO 3a 00pabdoTky I1/1;

e OrPAaHWYHUBACT JIOMYCK B MIOMEIICHHUS, TJIe XPAHATCS JOKYMEHTBI, KOTOPBIEC COJIEPKAT
I1/] paGOTHUKOB ¥ MAIIEHTOB;

e XpaHHT JIOKYMEHTHI, cojepkamme IIJ[ paOOTHUKOB W IAIMEHTOB B IIKadax,
3aIMMPAIONTUXCS Ha KITIOY;

2.11. lomyck k mokymeHTaM, coxaepxkammm [1/], BHyTpu opraHuzaiu OCyIIeCTBIsSECTCS Ha
ocHoBaHuU PermamenTa nomycka pabOTHUKOB K 00pabOTKe NEPCOHATBHBIX TaHHBIX.

2.12. Tlepemaya IIJI mo 3ampocam TpeTbHX JHI], €CIM Takas Iepejadya MpsMO He
MPEIyCMOTPEHA 3aKOHOJATeTbCTBOM P®, momyckaercss MCKIIOYUTEIBHO C COTJIacusi Ha
00paboTKy €ro MepCOHAJIBHBIX JAHHBIX B YaCTH WX MPEIOCTABICHUS WM COTJIACHS Ha
pacrpocTpaHeHHe EPCOHATBHBIX JaHHBIX.

2.13. Tlepemaua wnbopmaruu, coxaepxkamieii ceaeHuss o IIJ], mo TtemedoHy B CBs3H C
HEBO3MOXKHOCTBIO MIACHTH(HUKAIIUIH JIUIA, 3alpallliBaroIero HHGOPMAIIHIO, 3apeiacTcs.

3. F'apanTu KOH(PUAEHITHATBLHOCTH MEPCOHATBHBIX TAHHBIX

3.1. Bce paOOTHHMKHM OpraHusaiui, ocymecTistomne obpabotky I[1J], o0s3aHbBl XpaHUTH
TailHy o cBeneHusx, conepxkamux I1/I, B coorBerctBuu c¢ IlonokenueM, TpeGOBaHUSIMHU
3aKoHoarTeLcTBa PO,

3.2. Cyonexr I1]] BripaBe TpeOOBAThH MOJHYIO WH(OPMAIIHIO O CBOMX MEPCOHATBHBIX JIaHHBIX,
00 ux 00paboTKe, UCIOIB30BAaHUU U XPAHEHHH.

3.3. JIuiia, BUHOBHBIE B HAPYLICHUH HOPM, PETYIUPYIOIUX MOJIydeHUe, 00paboTKy U 3aIlUTy
ITJ1 paGOTHUKOB, HECYT AUCLUILIMHAPHYIO, aIMUHUCTPATUBHYIO, IPAaXIaHCKO-TIPABOBYIO UJIH
YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBUH C 3aKOHOIATEIbCTBOM.

['enepanbpHbIl TUPEKTOP VBaposa C.H.

01.09.2022
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JIMCT 03HAKOMJIEHHS C I0JIOKEeHHUEM 0 3aluTe NepCOHAIbHBIX JAHHBIX B
00O '"OHKOJIOTHYECKHAUA IEHTP TEBUTA"
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